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This version release of ClearSkies™ EDR includes features and enhancements which empower the
detection, response, and thus visibility of cyber, insider and third-party threats by utilizing
Behavioral Monitoring and Analysis (BMA) which leverages ClearSkies™ advanced security
analytics and Threat Intelligence.

» Working Remotely: Supports the real-time collection and analysis of log and event data
from workstations and laptops found outside the organization to enhance telemetry and
thus visibility.

> DHCP Support: Avoid the confusion of the same workstations and laptops that have
different IP address over time using the DHCP network management protocol.

» Other Enhancements: Enriched user experience and functionality.

Please refer to “New Features” and “Enhancements” sections for further information.
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> ClearSkies™ Endpoint uses the workstation’s/laptop’s hostname as a reference for the
investigation process. Furthermore, the machine learning and artificial intelligence models
will utilize the hostname though the analysis phase. As a result this enhances the
transparency and visibility of who is who (work from home, bring your own device
employees) using the DHCP network management protocol.

» ClearSkies™ Endpoint now forwards logs from out-of-office assets operating remotely
from anywhere to the iCollector improving the visibility and monitoring of assets away from
premises.
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>  “Windows Event Log Data” LogSource Configuration window design enhanced to improve
user experience and scheduling of policies, and also through the portal.

» “SQL Server” LogSource Configuration window design enhanced to improve user
experience and scheduling of policies, and also through the portal, upon agent upgrade.
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This version resolves a number of stability and performance issues identified.
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